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ABSTRAK
Web server merupakan komponen penting dalam layanan internet yang berfungsi
melayani permintaan pengguna melalui protokol HTTP/HTTPS. Namun, web
server juga rentan terhadap berbagai ancaman keamanan, salah satunya adalah
serangan brute force pada halaman login web. Serangan ini dilakukan dengan
mencoba berbagai kombinasi username dan password secara berulang hingga
menemukan kredensial yang benar. - Penelitian ini bertujuan untuk
mengimplementasikan dan mengevaluasi Fail2Ban sebagai sistem pencegahan
serangan brute force pada web login WordPress di lingkungan server virtual
berbasis Linux. Metode penelitian yang digunakan adalah eksperimen dengan
membandingkan kondisi sebelum penerapan Fail2Ban dan sesudah penerapan
Fail2Ban, serta menguji variasi parameter maxretry, findtime, dan bantime untuk
melihat pengaruhnya terhadap efektivitas pemblokiran dan potensi false positive.
Hasil pengujian menunjukkan: bahwa pada kondisi baseline tanpa Fail2Ban,
serangan brute force dapat terus berjalan tanpa hambatan dengan total 420
percobaan login gagal dalam 10 menit. Setelah Fail2Ban diaktifkan dengan
konfigurasi utama maxretry 5, findtime 10 menit, dan bantime 3 menit, alamat IP
penyerang berhasil diblokir setelah 5 percobaan gagal dalam waktu 38 detik. Hasil
variasi parameter menunjukkan bahwa konfigurasi yang lebih ketat mempercepat
pemblokiran, tetapi meningkatkan risiko false positive, sedangkan konfigurasi yang
lebih longgar lebih toleran terhadap pengguna normal namun memberi ruang lebih
besar bagi penyerang. Dari sisi performa, penerapan Fail2Ban membantu menjaga
kestabilan layanan login dengan menekan peningkatan beban server akibat
percobaan login berulang. Berdasarkan hasil tersebut, Fail2Ban dinilai efektif
sebagai mekanisme pencegahan dasar terhadap serangan brute force pada login

WordPress dalam lingkungan uji terkontrol.

Kata kunci: brute force, Fail2Ban, WordPress, web server, keamanan server,
virtual machine
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ABSTRACT
A web server is an essential component of internet services that processes user
requests through the HTTP/HTTPS protocol. However, web servers are also
vulnerable to various security threats, one of which is brute force attacks targeting
web login pages. This type of attack is carried out by repeatedly trying different
combinations of usernames and passwords until valid credentials are found. This
study aims to implement and evaluate Fail2Ban as a brute force prevention system
for the WordPress login page in a Linux-based virtual server environment. The
research method used is an experimental approach by comparing conditions before
and after the implementation of Fail2Ban, as well as testing variations of the
maxretry, findtime, and bantime parameters to examine their effect on blocking
effectiveness and the potential for false positives. The test results show that under
the baseline condition without Fail2Ban, brute force attacks could continue without
interruption, reaching a total of 420 failed login attempts within 10 minutes. After
Fail2Ban was activated using the main configuration of maxretry 5, findtime 10
minutes, and bantime 3 minutes, the attacker’s IP address was successfully blocked
after 5 failed attempts within 38 seconds. The parameter variation results indicate
that stricter configurations accelerate blocking but increase the risk of false
positives, while more lenient configurations are more tolerant of legitimate users
but provide attackers with more opportunity to continue their attempts. In terms of
performance, the implementation of Fail2Ban helped maintain login service
stability by reducing the increase in server load caused by repeated login attempts.
Based on these findings, Fail2Ban is considered effective as a basic prevention
mechanism against brute force attacks on WordPress login pages in a controlled

testing environment.

Keywords: brute force, Fail2Ban, WordPress, web server, server security, virtual

machine
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