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ABSTRAK
Penelitian tentang klasifikasi deteksi malware menggunakan Jaringan Saraf Tiruan Dalam
(Deep Neural Network/DNN). Dengan meningkatnya ancaman siber, seperti laporan Check
Point Research yang mencatat peningkatan serangan siber sebesar 30% pada tahun 2024,
dan biaya pelanggaran data rata-rata mencapai USD 4,88 juta menurut IBM, deteksi
malware menjadi krusial. Penelitian ini bertujuan untuk menguji efektivitas DNN dalam
mendeteksi dan mengklasifikasikan berbagai jenis malware, termasuk varian baru dan zero-
day, serta membandingkan performanya dengan metode berbasis tanda tangan dan
pembelajaran mesin lainnya. Dataset yang digunakan terdiri dari 10.868 sampel, dengan
9.339 malware dan 1.529 benign, mencakup fitur seperti entropi bagian, panggilan API, dan
impor DLL. Hasil penelitian menunjukkan bahwa model DNN berbasis LSTM mencapai
akurasi 98,84%, presisi 99,44%, recall 99,27%, dan Fl-score 99,36%. Penelitian ini
menunjukkan bahwa DNN menawarkan pendekatan yang lebih adaptif dibandingkan

metode tradisional dalam menghadapi ancaman malware yang terus berkembang.

Kata kunci— Malware, Deteksi Malware, Jaringan Saraf Tiruan Dalam, Long Short-
Term Memory, Keamanan Siber
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ABSTRACT
Research on Malware Detection Classification Using Deep Neural Networks (DNN). With
the rising threat of cyberattacks—such as the 30% increase in global cyber incidents reported
by Check Point Research in 2024, and the average cost of a data breach reaching USD 4.88
million according to IBM—malware detection has become crucial. This study aims to
examine the effectiveness of DNN in detecting and classifying various types of malware,
including new variants and zero-day threats, as well as comparing its performance with
signature-based methods and other machine learning approaches. The dataset used consists
of 10,868 samples, including 9,339 malware and 1,529 benign files, covering features such
as section entropy, API calls, and DLL imports. The results show that the LSTM-based DNN
model achieved an accuracy of 98.84%, precision of 99.44%, recall 0of 99.27%, and F1-score
of 99.36%. This research demonstrates that DNN provides a more adaptive approach

compared to traditional methods in addressing the evolving challenges of malware threats.

Keywords— Malware, Malware Detection, Deep Neural Network, Long Short-Term
Memory, Cybersecurity
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