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ABSTRAK 

 
Keamanan jaringan menjadi prioritas utama dalam menjaga integritas dan 

ketersediaan layanan digital. Salah satu pendekatan yang umum digunakan adalah 

Access Control List (ACL) dengan metode Firewall Policy Base (FPB), yang 

memberikan kontrol akses berdasarkan aturan statis antarzona jaringan. Namun, 

pendekatan ini dinilai kurang adaptif terhadap ancaman siber modern. Penelitian 

ini membandingkan metode FPB dengan Zero Trust Architecture (ZTA), sebuah 

pendekatan berbasis prinsip “Never Trust, Always Verify” yang memverifikasi 

setiap permintaan akses berdasarkan identitas dan konteks. Simulasi dilakukan 

menggunakan GNS3 dengan skenario pengujian melalui Iperf3 (mengukur 

throughput, latency, jitter), Traceroute (mengamati hop dan RTT), serta Wireshark 

(menganalisis pemblokiran TCP dan UDP). hasil pengujian menunjukkan bahwa 

ZTA secara konsisten memblokir koneksi tidak sah dari zona external dan 

memberikan performa tinggi bagi perangkat internal yang tervalidasi. Sebaliknya, 

FPB masih memberikan akses terbuka dari luar dengan performa rendah dan 

kontrol terbatas. Berdasarkan hasil ini, ZTA dinilai lebih unggul dalam 

meningkatkan keamanan jaringan tanpa mengorbankan efisiensi performa, 

sedangkan FPB tetap sesuai untuk implementasi pada jaringan berskala kecil yang 

membutuhkan konfigurasi sederhana. 

 

Kata kunci: Keamanan Jaringan, Access Control List (ACL), Firewall Policy 

Base, Zero Trust Architecture (ZTA), Performa Jaringan, kontrol akses, 

Segmentasi. 



v  

ABSTRAK 

 

 
Network security is a top priority in maintaining the integrity and availability of 

digital services. One commonly used approach is the Access Control List (ACL) with the 

Firewall Policy-Based (FPB) method, which provides access control based on static rules 

between network zones. However, this approach is considered less adaptive to modern 

cyber threats. This study compares the FPB method with Zero Trust Architecture (ZTA), 

an approach based on the "Never Trust, Always Verify" principle that verifies every access 

request based on identity and context. Simulations were conducted using GNS3 with test 

scenarios through Iperf3 (measuring throughput, latency, jitter), Traceroute (observing hop 

counts and RTT), and Wireshark (analyzing TCP and UDP blocking). Test results show 

that ZTA consistently blocks unauthorized connections from the external zone and 

provides high performance for validated internal devices. In contrast, FPB still provides 

open access from the outside with low performance and limited control. Based on these 

results, ZTA is considered superior in improving network security without sacrificing 

performance efficiency, while FPB remains suitable for implementation on small-scale 

networks that require simple configurations. 

 

Keywords: Network Security, Access Control List (ACL), Firewall Policy Base, Zero 

Trust Architecture (ZTA), Network Performance, access control, Segmentation. 
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