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Abstract Information asymmetry between consumers

and supply chain actors represents a major barrier to the

expansion of sustainable consumption. Developing an

interoperable data architecture that enables the integration

of data regarding sustainability practices from disparate

sources in sustainable supply chains is important for

improving market transparency. This paper identifies main

issues and requirements as perceived by the key stake-

holders in the coffee supply chain for such development.

The analysis reveals that building an interoperable data

architecture necessitates awareness of several major chal-

lenges, including the difficulties of collecting accurate and

creditable data, limited technological capabilities, complex

data ownership and disclosure policy, issues of confiden-

tiality, privacy and economic value of information, and

cost of disclosing information. To deal with these chal-

lenges, we recommend that the development need to ensure

data quality, integrity and security, design information

policy balancing commercial interests and openness, and

design appropriate governance mechanism to complement

the technological design in order to ensure the fair and

proper use of the system.

Keywords Sustainable consumption � Sustainable supply

chains � Information integration � Interoperable data

architecture � Industrial ecology � I-Choose

1 Background

As a result of Agenda 21 from the 1992 Rio Earth Summit,

governments around the world committed themselves to

promoting more sustainable consumption patterns. The

World Commission on Environment and Development

(WCED) defines sustainability as ‘‘using resources to meet

the need of the present without compromising the ability of

future generations’’ [1, p. 1076]. The concept of sustain-

ability encompasses a wide variety of issues such as sus-

tainable production, sustainable consumption and

sustainable supply chains. Although each issue deals with a

different aspect of sustainability, they all emphasize the

importance of adjusting consumption and supply chain

management patterns to support sustainable economics.

Advocates of sustainable consumption focus on two

approaches: creating eco-efficiencies and ‘‘greening’’ the
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production process, and changing consumption levels and

patterns [2–4]. Of these two approaches, changing con-

sumer consumption patterns is regarded as having poten-

tially much higher impact [2]. The assumption is that

increased demand for sustainable products will create

market incentives for companies to transform their pro-

duction and supply chain practices. However, increasing

demand for sustainable products is highly susceptible to

information asymmetry that currently exists in the market

[4]. The concept of information asymmetry describes the

problem of one actor not having enough information to

verify agent behavior [5, 6] or to accurately evaluate

information quality and breadth (coverage) [7, 8]. Because

information asymmetry limits the ability of consumers to

understand the environmental and social implications of

their consumption decisions, eliminating or reducing

information asymmetry in today’s market is necessary to

support sustainable consumption.

Efforts to reduce information asymmetry related to

environmental and social impacts have led to the prolifera-

tion of third party certifications and labels, such as organic

or Fairtrade [9]. These labels are supposed to help con-

sumers differentiate between organizations or products in

regards to their environmental and social impacts. But with

the proliferation of certifications and their diverse standards

(there are currently 460 eco labels worldwide in 25 industry

sectors) (ecolabelindex, n.d.), the meaning and credibility of

any given certification is difficult to assess. Currently, cer-

tificates and labels attached to a product do not convey any

information about the actual certification criteria or the

processes employed to verify these criteria. In other words,

consumers are not given enough information to assess the

trustworthiness of a label or the robustness of its certification

criteria. In fact, Fairtrade and organic labels are embedded in

a complex ecosystem of certificates, involving a variety of

certification practices and criteria, as well as different poli-

cies regulating data ownership. The challenge of providing

such information to consumers lies mainly in making vast

amounts of disparate data across certifications accessible and

useful in a way that would be trusted by consumers. The

missing key technical mechanism is a combination of data

standards and procedures that would allow data to be shared

among diverse stakeholders.

For the past 4 years, our team has worked on a project

aimed at creating a set of data standards in the form of a

formal ontology of the certification and inspection processes

in the certified sustainable coffee supply chain, which we

named I-Choose [10]. I-Choose is a proof of concept pro-

totype that envisioned a framework that would enable all

supply chain actors and certifiers to share certification

information by allowing them to post their data in a standard

way. This would allow the development of applications that

could help consumers adopt more sustainable consumption

patterns on the basis of trusted information. Such applica-

tions would provide structured access to full information

packages that rest behind each certificate. Moreover, con-

sumer advocates would be able to verify the integrity of the

information by comparing standardized information from

different data providers, either supply chain firms or certi-

fiers. The envisioned application and usage of I-Choose

would help consumers better understand the social and

environmental consequences of their purchase.

An initial focus group involving several stakeholders in

the sustainable coffee supply chain suggested that

extracting and combining trusted data from different

sources was a key issue for I-Choose. This paper explores

this challenge in more detail focusing on answering the

following questions: (a) what are the main challenges for

data owners/producers to disclosing their data to support a

data architecture such as I-Choose; and (b) how do these

challenges affect the requirements for developing interop-

erable data architecture such as I-Choose. In this paper we

present the main challenges and requirements to be con-

sidered in sourcing data to support interoperable data

architecture from the viewpoint of key stakeholders in the

sustainable coffee supply chain as well as potential

developers of such architecture.

This paper is organized into six sections including this

introduction. The next section discusses relevant literature on

sustainable consumption and the role of information. Sec-

tion 3 outlines the methodological approach for this study.

Section 4 describes the main actors and information flows in

certified sustainable coffee supply chain, and then discusses

the challenges facing the main data producers in the supply

chain to support data architecture such as I-Choose. In

Sect. 5 we propose four key requirements that need to be

considered in building data architecture such as I-Choose and

summarize the potential implications for research and prac-

tices. Finally, Sect. 6 provides the conclusion.

2 Literature review

In this section, we review literature on sustainable con-

sumption, highlighting the role of information. We also

review literature on sustainable supply chains in respect to

information integration across different actors in the supply

chain and its role in decreasing information asymmetry and

supporting value-based decision making by consumers [4].

2.1 Sustainable consumption and the value

of information in consumer markets

Information systems researchers have been trying to look

for ways in which information technologies can contribute

to the creation of market transparency and help reduce
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information asymmetry [11, 12]. However, there is still a

need to understand how information systems can be used

effectively in a market for sustainable products, such as

organic or Fairtrade coffee.

Neoclassical microeconomic theory holds that com-

modity markets, such as the market for coffee, are instan-

ces of perfect competition and as such assume the existence

of perfect information (rational choice theory). Under

perfect information conditions, a consumer could scrutinize

the supply chain and make a purchasing decision that best

matches her personal values [13],or a wholesaler could

monitor its suppliers’ compliance with industry codes of

conduct or public standards [14].

In reality, non-price information in commodity markets

is difficult to obtain. Information asymmetry is present

when unequal distribution of information among stake-

holders can impede efficient market outcomes. The degree

of information asymmetry typically depends on product

quality attributes, namely search, experience, credence and

Potemkin [9, 15, 16]. A search attribute (price) can be

known before the purchase, and consumers have the ability

to search for it. Experience attributes (flavor) are only

known after the consumer experiences the product. Cre-

dence attributes (nutritional content) are not visible to the

consumer who must thus rely on third party certification

[15]. Potemkin attributes (Fairtrade or organic practices)

are process-related qualities, only visible after a close

examination of the processes used in producing and han-

dling of the product [9].

Among these, credence and Potemkin attributes are

usually not visible to consumers and can be made acces-

sible by tracing the provenance of information along the

supply chain [9]. Doing so requires information integration

across the entire supply chain and leads to the requirement

that sustainability values be integrated into supply chain.

2.2 Information, information technology

and sustainable supply chain management

Interest in incorporating sustainability into supply chain

management began to grow with a shift from seeing sus-

tainability purely from a technical stand point to consid-

ering it from a business and policy perspective. Companies

became widely recognized as important actors in address-

ing sustainable development [17, 18], which created

immense external pressure from government, the public

and non-governmental organizations forcing companies to

integrate sustainability into their practices [1, 14, 19, 20].

Private organizations also recognized sustainability

investments as potential sources of cost reduction and

improved productivity [3]. In this way, sustainability

practices have become part of companies’ business strate-

gies instead of a legal burden [17, 18].

Initially, companies addressed sustainability by reducing

the adverse environmental impacts of their own organiza-

tion [21]. However, the interconnected nature of a supply

chain brought to light that internally focused strategies are

inadequate for controlling the negative spillover effect

resulting from poor environmental performance of supply

chain partners [21]. Consequently companies started to

change their environmental management practices by

considering the environmental impact of the entire supply

chain from production, consumption and customer service

to post-consumption of products [1, 14, 18, 21].

Managing sustainability across the whole supply chain

underscores the need for supply chain partners to under-

stand each other’s capabilities to collaborate with each

other [14] as well as share information about their sus-

tainable practices. As such, information systems, infor-

mation technologies and information integration constitute

key drivers in enabling the integration of sustainable con-

sumption and sustainable supply chains [22]. Sharing

information becomes especially important with the

increasing demand for accurate, timely and traceable

information about the sustainability of companies’ pro-

ducts and practices, particularly in food and agriculture

industry [23–27].

Examples of information technology deployed to

improve information flows and coordination in supply

chains include EDI-based (Electronic Data Interchange)

and XML-based e-Business frameworks [2, 27]. On the

more technical side, researchers are pointing to the need for

developing information architectures to facilitate informa-

tion sharing among participants in the supply chain [28–

30]. Other perspectives in information systems research put

emphasis on understanding how much information is

shared, which capabilities are needed to develop these

information systems, and consequences of the use of

information technology on performance [31].

Although discussions of how modern information

communication technologies can make it possible to design

and develop information-driven supply chains abound in

the literature, adoption levels are still low [32]. Moreover,

most of this research focuses on using information systems

to create short term efficiencies and costs savings [33],

missing the strategic opportunity of using information

systems to create and share market knowledge as a source

of value [33]. Thus far, researchers in the area of industrial

ecology have identified new strategic needs and objectives

related to sustainability in supply chains [34, 35]. While the

need for such coordination is becoming apparent, efforts to

create information-driven supply systems and infrastruc-

ture are currently in their initial stages. Consequently,

although much information exists to facilitate searching for

and contracting with more sustainable partners worldwide

and to provide consumers with information regarding
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sustainable practices, the information is poorly integrated

and largely disconnected [35]. In addition, some authors

argue that supply chain stakeholders may have incentives

to manipulate shared information [36]. This opens the door

to questions concerning stakeholderś motivations to share

information in supply chains. In fact, questions related to

distribution of value and shifts in bargaining power con-

stitute key motivations already explored in current infor-

mation systems research [37, 38].

Finally, sustainable supply chain management technol-

ogies are not free. Creating and sustaining large scale

information systems will impose additional costs on pro-

ducers, retailers, and everyone else in the supply chain.

Nonetheless, current information systems research has

shown that information sharing promotes efficiencies and

cost reductions in the supply chain [33], and it has also

been suggested that information sharing may create value

through marketing intelligence [33] though it is difficult to

quantify the positive impacts of such investment [22].

Likewise, competition and market conditions make the

distribution of such benefits along the supply chain ineq-

uitable and uncertain [37–39].

In summary, current studies call for research into inte-

grating sustainable consumption and sustainable supply

chain [4]. Such integration requires information sharing

and traceability to reduce information asymmetry across

the supply chain. However, current research has mostly

investigated these issues independently. The growing body

of scholarship tends to separate consumption from pro-

duction. The most impressive attempt to investigate the

integration of sustainable consumption and production was

conducted by Mont and Bleischwitz [40] who examined

the relationship of sustainable consumption and resource

management through the lens of life-cycle analysis. They

pointed at the potential synergy between sustainable con-

sumption and resource management, and drew attention to

the lack of exploration of the linkage between the two

elements [40]. Similarly, a review of current scholarship on

sustainability called for joint analytical examination of

production and consumption [41, 42]. To achieve infor-

mation integration and improve traceability for consumers,

an interoperable data architecture that would enable data

and information sharing across different organizations

along the supply chain is needed [13, 43, 44].

3 Methods

The research reported here was part of a project that aimed

to develop a prototype data architecture and a set of stan-

dards to share product-related information. This paper

focuses on our analysis of the main challenges to integrate

data along the supply chain, following a case study

approach [45–47]. According to Yin [47], case studies are

appropriate to answer ‘‘how’’ and ‘‘why’’ questions. Given

that our research explores how do different challenges to

data sharing affect the development of data architectures

such as I-Choose, we chose this methodological approach.

Our choice of coffee supply chain enabled us to keep our

research focused on a product with fairly advanced product

labeling and inspection standards, while maintaining a

relatively tight research boundary.

This paper presents main challenges and requirements

for data producers/stewards to share their data to support an

interoperable data infrastructure, which would in turn

support information sharing among different stakeholders

in the sustainable coffee supply chain in the NAFTA

region. To increase the validity of the study, we used

multiple sources of information including semi-structured

interviews and secondary data.

We conducted a series of 44 semi-structured interviews

designed to gain an in-depth understanding of the issues,

requirements and challenges for data owners/providers to

source their data in support of an interoperable data

framework for the certified sustainable coffee supply chain

(Table 1). Each interview lasted between 45 and 80 min.

All interviews were tape recorded and transcribed. The

Table 1 Summary of data collection methods

Methods Timeline Participants/respondents

Interviews May–June 2012 44 interviews

Nov 2012 –Nov

2013

9 producers and exporters

5 mission driven roasters and

importers in the US

2 mission driven roasters and

exporters in Mexico

9 representatives of third party

certification:

2 with IMO fair for life

1 with Fairtrade USA

1 with Commercio Justo Mexico

1 with Control Union

1 with internal control of UTZ

certified

3 with certifier agents

2 NGOs in the US

2 consumers advocates

1 coffee industry association

(AMECAFE)

7 medium producers in Mexico

2 coffee cooperatives

3 specialty coffee shops

2 large intermediaries in Mexico
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interview protocol was developed by an interdisciplinary

team of researchers with several stages of revision and

refinement. The final protocol included the following top-

ics: the mission and objectives of the organization repre-

sented by the interviewee, an exploration of information

that is currently shared by their organization as well as

information that should be shared, the level of trust in the

information provided, barriers and incentives to sharing

data, and lastly collaboration, governance and certification

processes. To increase internal validity, we shared a sum-

mary of the results and analysis with key informants,

asking them for clarifications and further insights.

Data analysis included the identification of key themes

in the data as well as a process of comparing and con-

trasting the case and current theory in an iterative process

[45]. Following common practices in qualitative research,

data analysis started during the data collection process,

allowing us to identify the gaps in the available data so that

they could be addressed in subsequent data collection

activities.

We also used openly available secondary data in the

form of process documentation from seven major coffee

certification initiatives: FLO, UTZ, 4C, RAN, C.A.F.E

Practices, Organic, and Nespresso AAA. We reviewed

their annual reports and/or sustainability reports (if avail-

able) for the years 2009–2011, and standards and compli-

ance criteria documents from FLO, UTZ and 4C. The

annual report and sustainability reports were important for

understanding the financial capability, cost of disclosure,

intensity of competition, and self-declared sustainability

practices. The standards documents were needed to verify

the information collected from the interviews in regards to

information chains and data challenges.

4 Findings

This section of the paper presents our main findings drawn

from the data collected through interviews, as well as

analysis of the secondary data. We begin this section with a

brief description of the coffee supply chain and the

accompanying information flows. We identify the primary

data producers in the certified sustainable coffee supply

chain by identifying the most direct supply chain for cer-

tified sustainable coffee. Although certification information

is collected and sometimes inspected by certifying orga-

nizations, data ownership remains with the supply chain

participant being certified. We discuss issues and chal-

lenges faced by the data producers and stewards, and how

these challenges affect each of the identified data producers

and their ability to disclose their data. In the following

section, we discuss a set of recommendations to deal with

these challenges.

4.1 Main actors and information flows in the coffee

supply chain

Through our interviews and document analysis we identi-

fied two types of coffee producers, small and medium

farmers. There are no large farmers in Mexico because of

land regulations put into effect after the Mexican revolu-

tion in the early twentieth century. As shown in Fig. 1

below, medium-sized farms tend to integrate the value

chain from production to roasting, and most of them have

their own brands that are sold in the national and interna-

tional markets. Some medium farmers interested in

exporting have coffee certifications such as UTZ or the

Rainforest Alliance.

Small farmers typically form a cooperative to expand

their reach for marketing their coffee. Because these

cooperatives sell coffee to the roasters through brokers and

intermediaries, they are most often regarded as producer

cooperatives.1 In some cases, small local cooperatives

organize themselves in cooperative confederations,

involving in some cases thousands of members. In Mexico,

main organizations such as TosepanTitataniske, UCIRI or

CEPCO are examples of these confederations. In these

cases, local cooperatives often function as local interme-

diaries between the small farmers who are their members,

and larger organizations to which the local cooperative

belongs. It is common that the large cooperative or con-

federation of cooperatives represents members in the cer-

tification process. Any data sharing has to be decided by

cooperative members in their regular meetings.

Larger intermediaries in the supply chain, such as spe-

cialty roasters, buy products from different local interme-

diaries and sell to different types of clients. In the case of

specialty roasters the local intermediary is usually a well-

known certified coffee taster who builds relationships with

producers to improve their production methods, and pro-

vide the specialty roaster with high quality coffee to be sold

directly to the end consumer in small coffee shops. Finally,

other large intermediaries gather coffee to be sold to either

national or international rosters. The large intermediaries

that we were able to interview were certified by 4C, and

belonged to the Nestlé supply chain. These intermediaries

are usually in charge of the dry process, which prepares the

coffee beans for roasting. In terms of certification, it is

again this large intermediary who represents all producers

that sell coffee beans to him or her in the certification

process. Decisions on sharing data resulting from these

processes are complex given that there is no specific gov-

ernance system among producers and intermediaries.

However, Nestlé requires intermediaries to share infor-

mation about producers and inspection processes, and

1 See Raynolds et al. [48].
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compliance is either a requisite to be a Nestlé provider or it

has an important influence on the prices.

Figure 1 depicts the main actors in the sustainable coffee

production and the flow of product and product information

among them as described above. This figure does not include

third party certifiers, whose role will be described later.

According to the theory of value chain governance [49],

the supply chain environment is very complex based on

three factors: complexity of information required to sustain

transactions, capability to codify knowledge and informa-

tion, and stakeholders’ capacity to comply with the

requirements. The certified sustainable coffee supply chain

is no exception, involving multiple stakeholders with their

own information systems holding different elements of

information. To simplify the complexity of this chain, we

identified the most direct trading route for certified sus-

tainable coffee and the accompanying information flows.

The interview findings and secondary data analysis indicate

that the shortest path of trade consists of producers,

exporters, importers, roasters, and third party certifiers

(Fig. 2 below). Among these five actors, two are essential

data producers of certification and inspection data (pro-

ducers, roasters), one is data producer/steward (third party

certifiers), and two are mediators (exporters and import-

ers).Data ownership is distributed and in some cases it is

complicated to assign ownership to a specific data set.

In general, two major types of information flow along the

chain: trading information and certification information.

Trading information refers to information that accom-

panies the trading of sustainable products and is captured in

the trading documents such as invoices, bills of lading,

farmer contracts and financial contracts. Certification

information refers to information that is collected by a

certification body during the process of granting sustain-

able certificates to companies in the supply chain. These

two types of information are private, interrelated, and

Fig. 1 Product and product information flow in certified sustainable coffee supply chain

Producer Trader
Exporter/Importer

3rd Party Certifier

Certification Licensing Licensing

Roaster /
Retailer

Producing Trading Roasting/
Retailing

Fig. 2 Shortest path in sustainable certified coffee supply (adopted

from Sayogo [50])
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already shared to some extent in private exchanges among

supply chain participants. As we mentioned before, there is

no single data owner.

The envisioned functionality of I-Choose is to facilitate

the extraction of both trading and certification information

in sustainable supply chains through enabling integration

and standardization of certification and inspection data.

The data architecture provides a method to integrate cer-

tification information from various data sources while at

the same time enabling standardization of an agreed set of

terms and semantics for currently fragmented certification

and inspection schemes. By amassing standardized data

from both trading and certification domains, the power

users, such as consumer advocates, could verify the

integrity of data as well as utilize more comprehensive data

to help end-consumers make purchase decisions. This

comparability function in itself enhances the accuracy of

data being collected. For instance, by checking roaster’s

certification results for consistency against their trading

information the system enables greater degree of infor-

mation verification.

As explained earlier in this section, the information that

flows along the supply chain for certified coffee is diverse,

originating from different sources and being produced in

different formats. Making such information widely acces-

sible in a shareable format is thus a complex task for the

developer as well as data owners/producers. In the next

section we present issues and challenges associated with

sourcing public data from data producers/stewards and how

these issues and challenges affect them.2

4.2 Challenges for sourcing data: the perspectives

of data producers/stewards

The ability of platforms supported by data architectures

such as I-Choose to provide trusted and accurate recom-

mendations is highly dependent on the accessibility of data

from data producers and data stewards. The interview

findings point to several challenges facing data producers/

stewards in sourcing their data. This section outlines these

challenges from the perspective of producers, roasters and

third party certifiers. Table 2 summarizes the challenges.

4.2.1 Challenges of data collection, accuracy,

and credibility

The first step toward making information more widely

available is ensuring that the needed data is collected and is

accurate and credible. Our interview findings indicate that

producers, roasters and third party certifiers face a number

of challenges when attempting to collect accurate and

credible data.

Producers The producer in sustainable certified coffee is

usually a cooperative of small farmers or a medium sized

plantation owner. Certification and inspection data for

certified sustainable coffee consists of many pieces of data

collected directly from small farmers by their cooperative

or by local intermediaries (Fig. 1). Farmers are the smallest

unit of data source and ensuring continuous data supply

from them is crucial for the whole supply chain of certified

coffee. The interviews indicate that asking farmers to

maintain consistent documentation of data is the most

difficult challenge for two reasons. First, farmers see no

value in maintaining documentation other than obtaining a

price premium. Without a premium farmers saw docu-

mentation as a waste of their time. Second, farmers are

reluctant to record information about their products if the

documentation process is complicated. As a consequence,

producers frequently have to assume additional costs to

ensure data is collected. Producers often distribute pre-

defined and easy-to-complete forms to farmers or assign

staff, usually from their internal control unit, to solicit data

from farmers through interviews. Larger confederations of

cooperatives usually hire some cooperative members to

manage the process of data gathering, as well as the

associated information systems. In some cases, such as the

4C program, large intermediaries gather data from pro-

ducers and other local intermediaries.

Additionally, producers have to contend with ensuring

accuracy and credibility of data in situations where small

farmers, motivated by geographical location and financial

issues, sell their coffee to local intermediaries who in turn

sell it to producers. Our interviewees stated that these local

Table 2 Summary of issues and challenges for primary data

producers

Challenges Primary data producers/stewards

Producers Roasters 3rd party

certifiers

Ensuring data quality, integrity

and security

H H H

Ensuring consistent

documentation

H

Limited technical expertise H H H

Limited access to

communication technology

H – –

Data ownership and conflict of

disclosure policy

– – H

Confidentiality, commercial

privacy and economic value of

information

H H H

Cost of disclosing information H H

2 A more detailed description of challenges for the stakeholders of

sustainably certified coffee supply chain is [50, 51].
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intermediaries, especially those who are not part of a

cooperative, occasionally fabricate information about the

certification of the product in order to quickly fulfill orders.

Most often, these intermediaries record and report non-

certified products as certified. This is because for some

certifications local intermediaries are not part of the pre-

mium distribution list. This issue is significantly lessened

when the producer is a local cooperative whose informa-

tion can generally be more trusted due to well established

internal controls.

Roasters Roasters’ primary challenge is ensuring access

and credibility of data. Roasters generally procure their

coffee from traders or importers. Our interviews indicate that

some importers do not want to reveal their information or

source of information for two reasons. First, some traders

‘‘cheapen the spirit of fair trading’’ by manipulating the

producers in the negotiation. These traders thus do not wish

to disclose their sources of information. Second, hoarding or

hiding information is seen by some traders as a competitive

advantage and strategy to mitigate threat of substitution. As a

result, roasters are often faced with incomplete and inaccu-

rate data regarding the origin of the product they purchase,

which in turn affects their ability to provide accurate and

complete data for their roasted product.

Third party certifiers Data collection challenges experi-

enced by third party certifiers coincide with challenges

faced at producers’ level. Only few cooperatives have

computerized information systems, and the most common

form of tracing are small pieces of paper attached to the

bags of coffee. Our interviewee from Control Union, a

globally recognized certification agency, indicated that

inspector or auditor who conduct audits in the field are often

faced with incomplete or unavailable information for their

audit. Since audit is conducted once a year, the information

gaps hinder the ability of inspectors to understand what

happens between audits. In addition, human judgment is

involved during the audit process. Despite the existence of

criteria governed by standards, inspectors and evaluators

must exercise judgment in applying the criteria in the field.

Take the compliance criteria of Fairtrade (FLO) as an

example. Each criterion is measured based on five levels of

measurement and achieving at least the third level is

required for compliance. The measuring indicators in each

level are not always prescriptive. For example, the third

level indicators for criteria 3.2.22 of FLO—training mem-

bers on appropriate use of fertilizers—are: (a) at least 50 %

members have been trained, and (b) content of training was

sufficient. The inspectors need to use their judgment based

on their expertise and experience to measure the sufficiency

of the training content. Due to these limitations, audit

reports, which are at the core of certification and inspection

data, are prone to human judgment biases. Without ade-

quate information, auditors must use their experience in

deciding the conformity of the applicant to the required

criteria and standards.

4.2.2 Challenges of publishing data: limited technological

capability

For producers, roasters and third-party certification bodies,

opening data is also challenging due to three aspects of

limited technological capability: limited technical exper-

tise, limited access to technology (hardware), and issues

with communication technology.

Producers Limited access to technology affects com-

munication between producers and traders. For producers,

limited access to communication technology lengthens the

communication paths with traders. Very often these pro-

ducers have to assign additional staff in a location with

access to technology to help with communication. Tech-

nology capabilities could also help during the data col-

lection process at the small farmer level. However,

technical expertise and access to technology is a major

challenge at that level in the supply chain. Our interviews

of producers point to the challenge of accessing technology

due to the geographical remoteness of their location. For

instance, when trying to sell organic coffee such as US

Department of Agriculture (USDA) organic, they find it

challenging to use the certifier’s information system to

publish the required organic certificate. Additionally,

technical expertise that is needed to interpret the standards

and proceduresis a scarce resource among cooperative

members.

Roasters and third party certifiers Interviewees from

roasters and third-party certifiers asserted that they are

sometimes limited by their lack of technical expertise

despite their willingness to disclose their data. For instance,

roasters and importers among our interviewees abandoned

their efforts to publish coffee contract documents online

due to their limited technical expertise. Our interviewee

from Fair for Life certification indicated that it limits the

publication of certification ratings and indicators on its

website due to technological constraints. The interviewee

indicated that they have to use an external programmer at

additional cost. Although some certifying organization may

have the proper set of databases, and have attempted to

publish certification data, the lack of technology in the field

and the lack of standard processes to update the informa-

tion creates an additional challenge.

4.2.3 Challenges of data ownership and conflict

of disclosure policy: perspectives of third party

certifiers

The majority of data related to certification and inspection

as well as to sustainable trading is in the stewardship of the
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third-party certification body that collects and stores this

data. Opening the data available in the third party certifi-

cation database would provide substantial benefits for the

development of innovations to support sustainable con-

sumption such as I-Choose platform. However, third party

certifiers face two interrelated challenges to publishing

such data: data ownership and conflict with applicant’s

disclosure policy.

Data ownership Certification and inspection data is

owned by the applicant, usually the producer or roaster,

and not the third party certifier. Releasing, accessing, or

publishing this data requires consent from the applicant as

the owner. Interviewees from Fair for Life certification

indicated that the requirement for data owners to publish

certification results is voluntary, and there is an option for

the applicants to opt out from this requirement. Conse-

quently, certifiers are limited in the amount of data they can

publish despite their inclination to publish all information

online. In most cases, only certification status can be made

public to avoid fraud, but even that is challenging as

maintaining the information up-to-date imposes additional

costs on stakeholders in the certification process.

Conflict of disclosure policy The disclosure policy of the

certification body often conflicts with the disclosure policy

of the applicants with regard to publishing certification

data. Applicants have their own information policy gov-

erning the release of their data. Applicant takes into con-

sideration their own disclosure policy before deciding to

publish their certification data; and they are especially

concerned about the impact to their brand and reputation.

4.2.4 Challenges to confidentiality, commercial privacy

and economic value of information

The interviews identified challenges related to the lack of

information policies that would address the types and

amount of data to be disclosed, and restrictions to disclo-

sure especially in terms of privacy and confidentiality of

information. The interviewees, especially those from mis-

sion-driven roasters, importers and third party certifiers,

point out that a major barrier to opening their data is

making a decision about what kind of information and how

much information to disclose in order to add value without

violating disclosure restrictions. The interviewees showed

willingness to open their data if doing so adds value to the

organization and restrictions related to confidentiality and

economic value of information can be implemented easily.

They were also in agreement about disclosing information

that educates consumers on topics related to coffee quality

and general processes. Nevertheless, some information is

closely related to gaining competitive advantage and dis-

closing it potentially endangers the organization’s market

share. There is also the issue of ensuring commercial

privacy. As alluded to in the paragraph above, disclosing

certification results might compromise the reputation and

competitive advantage of the applicants.

4.2.5 Cost of disclosing data/information

Disclosing data and information to support sustainable

consumption can be costly for the data producers. The

interviewees from mission-driven roasters, importers and

third party certifiers indicated that indirect costs of certi-

fication can be high even if mechanisms exist to mitigate

direct costs. For instance, third-party certification generally

obliges producers to maintain records and documentation

to support the certification and/or traceability efforts.

Maintaining records and documentation is a major cost for

coffee producers. The revenue model of coffee producers

does not depend on their ability to disclose information. As

discussed in sections above, the coffee producers are only

incentivized to maintain documentation by a price

premium.

Likewise, publishing their data online is also costly for

both roasters and third-party certification bodies. For

roasters, additional work is required to transform non-

digital information into publishable digital format, which

increases expenses. Although the interviewees from small

mission-driven coffee roasters asserted that transparency,

in the form of storytelling, is one of their main strategies

for attracting consumers, it is difficult to find a direct

connection between the transparency strategy and revenue.

For third-party certification bodies, the information can be

extensive; for example, audit results might be 30 pages

long, with 10 or 20 control points for each category, which

makes publishing such data very costly. Similarly, as dis-

cussed in Sect. 4.3.4 disclosing information relates closely

to the reputation of the third party certifiers since one of

their responsibilities is ensuring commercial privacy of

data owners.

5 Developing interoperable data architecture

in sustainable supply chains: from challenges

to requirements

In summary, through our interviews we have identified

seven challenges as presented in Table 2. Based on the

connections between the identified challenges and the dif-

ferent types of data producers, we can make three obser-

vations. First, some challenges affect all primary data

producers, such as ensuring data quality and integrity,

confronting limited technical expertise, and safeguarding

confidentiality and privacy of certain information.

Second, some challenges are uniquely related to par-

ticular data producers/stewards. These challenges plausibly
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correlate with their business profile. For instance, data

ownership and conflict of disclosure policy is a challenge

uniquely related to third party certifiers. In their role as the

stewards of data entrusted to them, third party certifiers

have limited ability to publish data in their care.

Third, some challenges require technological solutions,

while others require combination of technology and gov-

ernance solutions. For instance, the challenge of limited

technical expertise and limited technology access pertain-

ing to the issue of semantic incompatibilities among dif-

ferent standards needs a technological solution such as the

use of semantic-based technologies. On the other hand, the

challenge of ensuring data quality and integrity, consistent

documentation, balancing commercial privacy, confidenti-

ality and disclosure, and mitigating costs of disclosing

information requires that technological solutions be sup-

ported with robust information policy and governance

mechanisms.

As such we argue that the challenges identified from the

interviews entail several requirements that developers of

data architecture for interoperable sustainable supply chain

such as I-Choose need to take into consideration. In the

following paragraphs, we discuss these requirements in

more detail, highlighting four of them as key to building

such architecture.

5.1 Ensuring data quality, integrity and security

I-Choose envisions that a variety of organizations could

publish and extract certification and inspection data,

seeking comparative information to evaluate specific pro-

ducts across a variety of data sources in the supply chain.

As a complex socio-technical system, I-Choose requires

integration of data and information that is under the own-

ership and stewardship of public and private entities. While

information quality and integrity has always been an issue

of concern even in situations with a single information

source, it will be even a bigger challenge in the case of a

platform that is designed to integrate information from

multiple disparate information sources. Thus, creating

technical and process mechanisms to ensure information

integrity and security is essential for the data to be trust-

worthy. Information security for platforms that are built

upon data architecture such as I-Choose is particularly

important because data that is relevant might often be

considered confidential, proprietary and private. Thus,

learning from Rindfleisch’s [52] arguments, a platform that

is built upon I-Choose architecture needs to have or create

robust access controls to authenticate the diverse users, and

a protocol to maintain data quality and integrity. We thus

argue that the developers must find effective ways to

involve primary stakeholders in designing information

security mechanisms from the beginning. Information

security mechanisms that will be developed with the help

of primary stakeholders will take into consideration the

issues connected to access control and data quality. This is

particularly important because, as argued by Mishra et al.

[36], supply chain stakeholders may have incentives to

manipulate shared information. Likewise, as we found

from the interviews, some stakeholders in sustainable

supply chain may have incentives to fabricate information.

Ensuring information security serves three objectives.

First and foremost, it will enhance trust in the published

data and its re-use. Second, confidence in data protection

could motivate more data producers to participate. Finally,

information security mechanisms that consider the needs of

all stakeholders—big and small—diminish the negative

impacts on competitiveness for technologically and finan-

cially disadvantaged participants.

5.2 Designing information policy balancing

commercial interests and openness

Our interviews point to economic motivations for opening

information, but only under certain conditions. The inter-

viewees indicated a willingness to open their information

only if doing so adds value to their organizations, and if

adequate restrictions can be easily implemented to safe-

guard confidential information and information of com-

petitive value.

Thus, designing information policy that balances the need

for supply chain transparency and ability of businesses to

remain competitive is key. Our interviewees indicated that

private entities, in particular mission-driven companies, are

willing to disclose information if disclosure adds value to

their relationships with existing and potential consumers,

and if privacy and proprietary information is not compro-

mised. As argued by extant studies, competition and market

conditions significantly affect the benefit of sharing infor-

mation in a supply chain [37–39]. Hence, the issue is to

ensure that policies for data disclosure do not endanger the

competitive advantage of the companies, and that the poli-

cies also address safeguarding proprietary information such

as trade secrets. A lesson from studies in economics can be

used as a starting lens. These studies argue that the timing

and manner of disclosure supersede the decision of whether

companies need to disclose. Appropriate timing and method

of information disclosure mitigates the company’s fear that

disclosure will disrupt their market position and thus gen-

erate appropriate returns from disclosing information [53].

5.3 Designing appropriate governance structures

Establishing a governance structure is crucial for all large

system development projects, but perhaps especially so for

the development of platforms dealing with the inherent
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complexity of supply chains such as I-Choose. As our

interview data shows, developing interoperable data

architecture within sustainable supply chains requires a

great deal of trust building and negotiation among a group

of actors with disparate interests, suggesting that a col-

laborative or participatory governance model might be the

most appropriate choice.

Collaborative or participatory governance models are

characterized by greater (although not complete) decision

making equality between smaller and larger supply chain

actors, and by the centrality of pro-sustainability actors

within the supply chain network [54]. Collaborative gov-

ernance goes beyond merely consulting stakeholder groups

over policies and rulemaking, allocating a greater degree of

discretion to each partner organization [55].

Collaborative models can have several advantages over

other more captive, ad hoc, or hierarchical approaches that

potential I-Choose stakeholders may want to consider.

Collaborative models involve joint rule development

through a process that takes into account the diverse

capabilities of supply chain actors to comply with sus-

tainability standards. This development process can be

important for actors who want to avoid weak links in their

sustainability-focused value chain [54]. Embarrassing

revelations about a firm’s suppliers can have a disastrous

effect on that company’s reputation, undoing expensive

corporate social responsibility actions in an instant.

Collaborative models also require longer-term relation-

ship building in order to develop and improve those rules

through an iterative process. It is argued that longer-term

relationships produce more stable and less ad hoc supply

chains, thus making it easier to trace the origins of a

product and verify its sustainability and providing more

stable incomes for sustainable producers.

Research shows that collaborative or participatory gov-

ernance models produce the best results when stakeholders

face a common problem with no agreed upon solution [56,

57]. These circumstances both provide stakeholders with

the incentives to negotiate and form trusted relationships

with one another and the freedom to develop commonly

agreed upon solutions. Three problems were identified that

are common to our three groups of data producers/stewards:

ensuring data quality, integrity, and security, confronting

limited technical expertise, and safeguarding the confiden-

tiality and privacy of certain information with commercial

value. It is likely that these shared problems may be most

effectively dealt with as part of an ongoing collaboration.

Collaborative governance models also work best when

failing to create them would produce real, negative con-

sequences for multiple participants [58, 59]. Thus,

becoming an I-Choose stakeholder might be attractive to

firms that wish to verify the sustainability of each step of

their value chains [see 49, 60, 61], and to producers and

retailers who want to more effectively differentiate their

products within the marketplace [51]. Our interviews

indicated that potential I-Choose stakeholders do have a

shared goal: they were willing to disclose more of their

data if it would lead to them obtaining a price premium

from their sustainable products.

In order to address the challenges we have identified,

I-Choose stakeholders could create a participatory gover-

nance model to work towards this shared goal. The ulti-

mate objective for the collaboration would be to ensure the

progressively wider release of product data in ways that

can inform consumers and encourage developers and other

groups to use the information in innovative ways, further-

ing the goal of obtaining a price premium by providing

highly trusted information.

The key to this process would be establishing a basis for

‘principled engagement’, in other words a common

understanding of the ways in which different stakeholders

use central concepts and terms [62]. Experts from the

workshop that we conducted in 2011 point to this issue as a

crucial element for developing data architecture such as

I-Choose. Their concern lies in the diversity of certification

standards and protocols applied to the sustainable certified

coffee supply chain [48, 63], each using different criteria

and processes for assessment and certification. The ecola-

belindex, an information aggregator on eco-certifications,

is currently tracking 460 ecolabels in 197 countries, and 25

industry sectors (http://www.ecolabelindex.com/). Conse-

quently, data architecture such as I-Choose needs to take

into account these diversities by creating semantic com-

patibilities among standards and protocols.

Technically, the development of semantic compatibili-

ties and common language and schema among diverse

knowledge is possible through ontology. The ontology will

enable the creation of a ‘‘shared and common understanding

of a domain that can be communicated between people and

application systems [64] ’’, and serve as a language to

support data translation and queries from different system

designs [65]. The second step would be to establish an

iterative method for rule creation, where rules are estab-

lished, reviewed and updated by a representative body that

balances decision making authority between larger and

smaller groups [66]. This iterative process would attempt to

create a ‘virtuous cycle’of collaboration by focusing on

small achievements at first, shown to be a successful strat-

egy within existing governance experiments [67].

6 Concluding remarks

Information asymmetry in the relationship between end-

consumers and other actors in the supply chain is argued to

be one of the main barriers to the expansion of sustainable
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consumption [4]. The key to addressing these problems lies

in making vast amounts of disparate data and information

regarding sustainability practices accessible across the

supply chain and usable by end-consumers.

A central missing element is a platform that combines

interoperable data standards and architecture with policy

and governance mechanisms. We posit that building such

platform obliges the developer to recognize four major

issues to be considered in developing data standards to

support interoperable platform for sustainability as per-

ceived by key stakeholders in the certified sustainable

coffee industry. First, the developer needs to ensure qual-

ity, integrity and security of data being used and or

exchanged using the platform. Second, they need to

acknowledge that some data owners have limited technical

expertise and factor this into the platform development.

Third, the developer must understand the complexity and

diversity of stakeholders in the supply chain as well as the

possible incompatibilities of the concepts and processes

used by them. Finally, they must be sensible to the possible

misuse of the platform by irresponsible or dominant users

to undermine powerless firms and agents, and confront the

issue in developing the platform. The results from the

empirical analysis also demonstrate that developing inter-

operable architecture as a foundation to develop a platform

that integrates the whole supply chain requires more than

technical considerations. We found that some technical

elements need to be complemented with governance

mechanisms to ensure fair and proper use of the system.

We conclude the paper by calling attention to a number

of areas for future research. In terms of technical research,

information security and trust emerge as major area of

research for platforms such as I-Choose. For example, a

better model of trust building is needed that would recog-

nize context-sensitive information and complexity and

heterogeneity of agents in a sustainable supply chain. In the

scenario envisioned by I-Choose, data extraction efforts by

heterogeneous actors might become common, resulting in

increasing risk of security breaches. A trustworthy archi-

tecture would have to recognize and respond to this risk.

One possible model of trust management that recognizes

the complexity and heterogeneity of agents in a semantic

web-based platform is flexible trust management. A flexi-

ble trust management model would be useful for negotia-

tion of different policies and protocols for access to

information from platforms such as I-Choose. Such a

model could be used to assess and balance between the

acceptable trust level and risk levels for each particular

agent in the sustainable supply chain. The ensuing research

should lead to a new model of trust that finds the right

balance between trust indicators that have enough details to

induce acceptable level of trust, but are scalable for the

stakeholders in the entire supply chain, big or small.

The economic value and proprietarynature of supply chain

information render the implementation of platforms such as

I-Choose infeasible without a complementing governance

system. The challenges and issues outlined in the previous

section call for studies to understand the appropriate gover-

nance model. It is important to explore the strengths and

weaknesses of the various governing mechanisms and provide

answers to questions such as how can a balanced approach be

established, and what are the contingent factors? In addition,

the economic repercussions of disclosing information neces-

sitate governance intervention to draft information policies

governing the three exceptions to disclosure: privacy, security

and confidentiality. Research that would provide a better

understanding of the confidentiality and commercial privacy

issues in the context of a platform such as I-Choose is still very

much needed. Future studies should address questions such as

what data is confidential, and what would be the impact of a

breach of such data on the organization.
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