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ABSTRAK

Penelitian ini mengevaluasi keamanan website Pemerintah Kota Malang

(https://malangkota.go.id/) melalui penetration testing menggunakan OWASP ZAP

dengan framework PTES. Metodologi mencakup tujuh tahapan sistematis mulai dari
intelligence gathering hingga reporting. Hasil pemindaian mengidentifikasi enam alert

keamanan, dengan tiga di antaranya terkonfirmasi true positive setelah validasi manual.

Temuan menunjukkan akurasi OWASP ZAP sebesar 50% pada website yang
dilindungi Cloudflare WAF. Kerentanan yang teridentifikasi didominasi kategori
Security Misconfiguration (OWASP Top 10 A05:2021), terutama tidak diterapkannya
Content Security Policy Header dan konfigurasi cookie yang tidak aman. Analisis
mengungkap keterbatasan automated scanning terhadap website dengan proteksi WAF,

sehingga validasi manual menjadi komponen kritis.

Berdasarkan temuan, penelitian menyusun rekomendasi mitigasi berbasis NIST
SP 800-115 dan ISO/IEC 27001, mencakup implementasi security headers, optimasi
konfigurasi keamanan, dan peningkatan security monitoring. Rekomendasi ini
diharapkan dapat meningkatkan security maturity level website menuju level Managed

and Measurable.

Kata Kunci: OWASP ZAP, Penetration Testing, Keamanan Website, PTES, OWASP
Top 10
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ABSTRACT

This research evaluates the security of Malang City Government website

(https://malangkota.go.id/) through penetration testing using OWASP ZAP with PTES

framework. The methodology covers seven systematic stages from intelligence
gathering to reporting. Scanning results identified six security alerts, with three

confirmed as true positives after manual validation.

Findings show OWASP ZAP achieved 50% accuracy on Cloudflare WAF-
protected website. Identified vulnerabilities were predominantly 1n Security
Misconfiguration category (OWASP Top 10 A05:2021), mainly absence of Content
Security Policy Header and insecure cookie configuration. Analysis revealed
limitations of automated scanning against WAF-protected websites, making manual

validation a critical component.

Based on the findings, the study formulates mitigation recommendations based
on NIST SP 800-115 and ISO/IEC 27001, including security headers implementation,
security configuration optimization, and security monitoring enhancement. These
recommendations are expected to improve the website's security maturity level toward

Managed and Measurable.

Keywords: OWASP ZAP, Penetration Testing, Website Security, PTES, OWASP Top
10
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