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ABSTRAK

Penelitian ini bertujuan untuk menganalisis risiko keamanan serta
merumuskan strategi perlindungan sistem terhadap ancaman siber pada
website “SAMBANG” milik Pemerintah Kabupaten Jombang. Pendekatan
penelitian yang digunakan adalah kualitatif eksploratif melalui observasi,
studi literatur, serta penetration testing non-destruktif berbasis standar
OWASP dan NIST. Hasil penelitian menunjukkan bahwa website
“SAMBANG” masih memiliki sejumlah kerentanan dengan tingkat risiko
yang tinggi, terutama pada fitur Open Data, Data Statistik, Katalog Data, dan
Request Data yang rentan terhadap serangan Cross-Site Scripting (XSS), baik
reflected maupun stored. Selain itu, potensi risiko SQL Injection
teridentifikasi meskipun tidak tereksploitasi secara langsung, serta kelemahan
autentikasi pada halaman login yang rentan terhadap brute force. Form
Request Data juga ditemukan tidak memiliki mekanisme Cross-Site Request
Forgery (CSRF) token, sehingga berpotensi dimanfaatkan oleh penyerang.
Penelitian ini. menyarankan penerapan validasi input, encoding output,
Content Security Policy (CSP), prepared statement, autentikasi multi-faktor,
pembatasan login, serta validasi file upload untuk meningkatkan
perlindungan sistem. Dengan hasil ini, penelitian memberikan kontribusi
praktis bagi pengelola sistem informasi publik daerah dalam memperkuat
keamanan website pemerintahan serta membangun ketahanan siber yang

lebih adaptif.

Kata kunci: Keamanan Siber, Analisis Risiko, Website Pemerintah, SQL

Injection, XSS



ABSTRACT

This research aims to analyze security risks and formulate system
protection strategies against cyber threats on the “SAMBANG” website
owned by the Jombang Regency Government. The research approach used is
exploratory qualitative through observation, literature study, and non-
destructive penetration testing based on OWASP and NIST standards. The
results of the study show that the “SAMBANG” website still has a number of
vulnerabilities with a high level of risk, especially in the Open Data,
Statistical Data, Data Catalog, and Data Request features, which are
vulnerable to Cross-Site Scripting (XSS) attacks, both reflected and stored.
In addition, the potential risk of SQL Injection was identified, although it was
not directly exploited, as well as authentication weaknesses on the login page
that were vulnerable to brute force. The Data Request form was also found to
lack a Cross-Site Request Forgery (CSRF) token mechanism, making it
potentially exploitable by attackers. This study recommends the
implementation of input validation, output encoding, Content Security Policy
(CSP), prepared statements, multi-factor authentication, login restrictions,
and file upload validation to improve system protection. With these results,
the study provides practical contributions for regional public information
system managers in strengthening government website security and building

more adaptive cyber resilience.

Keywords: Cybersecurity, Risk Analysis, Government Websites, SQL
Injection, XSS
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