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ABSTRAK 

 

Seiring kemajuan teknologi, platform seperti Instagram dan Telegram yang 

semakin populer juga berpotensi disalahgunakan untuk kejahatan siber sehingga 

diperlukan investigasi forensik digital. Penelitian ini menerapkan metode NIST 

800-86 sebagai kerangka kerja dalam tahapan identifikasi, akuisisi, analisis, dan 

pelaporan, dengan tujuh kategori bukti yaitu gambar, chat, akun pelaku, aktivitas 

akun, caption, bio profil, dan kontak. Tiga tools forensik digunakan yaitu FTK 

Imager, Autopsy, dan MOBILedit Forensic Express, yang menghasilkan kinerja 

bervariasi. MOBILedit Forensic Express menunjukkan akurasi tertinggi sebesar 

53,70% dengan ekstraksi 29 bukti mencakup gambar, akun, aktivitas, dan kontak, 

namun membutuhkan waktu terlama 10 menit 45 detik. FTK Imager memiliki 

akurasi 33,33% dengan 18 bukti, termasuk 4 chat dan 2 data akun, sedangkan 

Autopsy mencapai akurasi 22,22% dengan 12 gambar dan waktu tercepat 7 menit 

11 detik. Selain itu dilakukan pengujian pada smartphone tanpa proses rooting 

untuk membandingkan kemampuan ekstraksi antarperangkat. Hasilnya 

menunjukkan kemampuan yang sangat terbatas dengan akurasi hanya 3,7% pada 

masing-masing tools. FTK Imager dan Autopsy hanya berhasil mengekstraksi dua 

gambar, sementara MOBILedit Forensic Express memperoleh informasi aplikasi 

serta akun pelaku dengan waktu pemrosesan antara 4-10 menit. Temuan ini 

menegaskan bahwa metode NIST 800-86 efektif digunakan sebagai kerangka kerja 

dalam mengidentifikasi perbedaan performa dan keterbatasan tiap alat forensik, 

baik pada perangkat yang sudah di-root maupun yang belum. 

 

 Kata kunci: Forensik Digital, NIST 800-86, Instagram, Telegram, FTK Imager, 

Autopsy, MOBILedit Forensic Express 
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ABSTRACT 

 

As technology advances, platforms such as Instagram and Telegram, which are 

becoming increasingly popular, also have the potential to be misused for 

cybercrime, necessitating digital forensic investigations. This study applies the 

NIST 800-86 method as a framework in the stages of identification, acquisition, 

analysis, and reporting, with seven categories of evidence, namely images, chats, 

perpetrator accounts, account activity, captions, profile bios, and contacts. Three 

forensic tools were used, namely FTK Imager, Autopsy, and MOBILedit Forensic 

Express, which produced varying performance results. MOBILedit Forensic 

Express showed the highest accuracy of 53.70% with the extraction of 29 pieces of 

evidence covering images, accounts, activities, and contacts, but it took the longest 

time at 10 minutes and 45 seconds. FTK Imager achieved an accuracy of 33.33% 

with 18 pieces of evidence, including 4 chats and 2 account data, while Autopsy 

reached an accuracy of 22.22% with 12 images and the fastest time of 7 minutes 

and 11 seconds. In addition, testing was conducted on smartphones without rooting 

to compare extraction capabilities between devices. The results showed very limited 

capabilities, with an accuracy of only 3.7% for each tool. FTK Imager and Autopsy 

only managed to extract two images, while MOBILedit Forensic Express obtained 

information about the perpetrator's applications and accounts with a processing 

time of between 4 and 10 minutes. These findings confirm that the NIST 800-86 

method is effective as a framework for identifying performance differences and 

limitations of each forensic tool, both on rooted and non-rooted devices. 

 

Keywords: Digital Forensics, NIST 800-86, Instagram, Telegram, FTK Imager, 

Autopsy, MOBILedit Forensic Express 
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