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ABSTRAK 

Kemajuan teknologi jaringan, termasuk internet, telah mendorong 

perkembangan website sebagai wadah informasi yang mudah diakses dan 

digunakan untuk berbagai aktivitas. Namun, peningkatan jumlah website juga 

membuka peluang bagi hacker dan cracker untuk mengeksploitasi kerentanan 

sistem keamanan, seperti pencurian data dan serangan sistem. Berbagai metode 

pengujian keamanan, seperti white box dan black box testing, digunakan untuk 

mendeteksi kerentanan pada aplikasi web. Salah satu teknologi keamanan yang 

banyak digunakan adalah Intrusion Detection System (IDS) berbasis Snort, yang 

memiliki kemampuan mendeteksi ancaman dengan ribuan aturan keamanan. 

Penelitian ini bertujuan untuk mengembangkan sistem keamanan berbasis Snort 

melalui pengujian menggunakan metode Vulnerability Scanning dan Penetration 

Testing. Dengan menganalisis hasil identifikasi terhadap berbagai pola serangan, 

penelitian ini diharapkan dapat meningkatkan kemampuan Snort dalam mendeteksi 

serangan secara lebih mendetail dan memberikan kontribusi terhadap perancangan 

sistem keamanan website yang lebih stabil dan efektif. 

Kata Kunci: Keamanan Website, Snort, Intrusion Detection System (IDS), 

Vulnerability Scanning, Penetration Testing, Kerentanan Aplikasi Web.  
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ABSTRACT 

 

The advancement of network technology, including the internet, has driven 

the rapid growth of websites as accessible platforms for information and various 

activities. However, the increasing number of websites also presents opportunities 

for hackers and crackers to exploit system vulnerabilities, such as data theft and 

system attacks. Various security testing methods, including white box and black box 

testing, are utilized to detect vulnerabilities in web applications. One widely used 

security technology is the Snort-based Intrusion Detection System (IDS), known 

for its ability to detect threats using thousands of security rules. This study aims to 

enhance the Snort-based security system through testing methods such as 

Vulnerability Scanning and Penetration Testing. By analyzing the identification 

results against various attack patterns, this research seeks to improve Snort’s 

capability in detecting attacks more comprehensively and contribute to designing a 

more stable and effective web security system.  

Keywords: Website Security, Snort, Intrusion Detection System (IDS), 

Vulnerability Scanning, Penetration Testing, Web Application Vulnerabilities. 
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